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Ktonie szanujei nie ceniswej

przeszĠoŝci,

ten nie jest godzienszacunku, 

teraŧniejszoŝci, 

ani prawado przyszĠoŝci.

Dokņdzmierzamy ?

J·zef PiĠsudzki
ăMyŢli, mowy i rozkazyó, 1916 rok



É2019 FireEyeÉ2019 FireEye

Á2004 ðPowstanie firmy FireEye

Á2012 ðBiuro FireEye w Polsce

Á2013 ðMandiant (1mld $)

Á2014 ðnPulse (60 mln $)

Á2016 ðiSight (275 mln $)

Á2016 ðInvotas

Á2017 ðEmail Loundry

Á2018 ðX15 (15 mln $)

Á2019 ðVerodin (250 mln $)

Cofnijmy siŋ do 2004 roku é
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MALWARE ANALYSIS

INCIDENT RESPONSE

OPEN IoC

ENDPOINT PROTECTION

NETWORK RECORDER

CYBER THREAT INTELLIGENCE

NETWORK PROTECTION

EMAIL PROTECTION

ORCHESTRATION

SPEAR-PHISHING, MALWARE, CEO FRAUD & SPAM

MACHINE & LOG DATA MANAGEMENT

SOC PLATFORM

SECURITY INSTRUMENTATION

MANAGE DEFENSE



Email Security
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$12.5B
Global loss to CEO fraud
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91%
of attacks begin with email

281B
emails sent daily
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Evolving Email Attacks
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FireEye Labs ðQ4 2018 compared to Q4 2017
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Malware -Less versus Malware Attacks
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MALWARE MALWARE-LESS

of attacks blocked 

were malware -less90%
Impersonation CEO fraud Whaling

Spear phishing W2 fraud

of attacks blocked 

contained malware10%
Viruses Ransomware Worms

Spyware Trojan horses

Source: FireEye (August 2018). Get One Step Ahead of Email Threats, Email 
Threat Report for January -June 2018.
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Primary Advanced Threat Categories

Multi -Stage Threat Example
Attachments

Impersonation or Imposter

Multi -Stage

URLs
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Protection Against 
Advanced Threats
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SMART DNS* COMBINATION

MVX FAUDE

ATTACHMENTS URLs

IMPERSONATION MULTI-STAGE

Stops threats with first -hand 
knowledge of attacks and attackers

Identifies and blocks

ÁMalware

ÁPhishing URLs

ÁImpersonation techniques 

ÁMulti -stage attacks

*FireEye Email Security Cloud Edition with AVAS

40M+ Mailboxes


