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CofniJmy sin do 2004 r o

A2004 & Powstanie firmy FireEye MACHINE & LOG DATA MANAGEMENT
A2012 & Biuro FireEye w Polsce INCIDENT RESPONSE
A2013 8 Mandiant (Imld $) NETWORK RECORDER g PLATFORM
A2014 8 nPulse (60 min $) EMAIL PROTECTION

A2016 &iSight (275 min $) MALWARE ANALYSIS
A2016 8 Invotas NETWORK PROTECTION

CYBER THREAT INTELLIGENCE
ORCHESTRATION
ENDPOINT PROTECTION

SPEARPHISHING, MALWARE, CEO FRAUD & SPAM

A2017 8 Email Loundry
A2018 & X15 (15 min $)
A2019 8 Verodin (250 min $)
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Email Security
Best of breed, “Must Have”




$12.58

Global loss to CEO fraud
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of attacks begin with emall

2818

emalils sent daily




Evolving Email Attacks

more URL-based
attacks’

of phishing and malicious
URLs used HTTPS'

reduction in content
management system related
phishing campaigns'’

FireEye Labs 6 Q4 2018 compared to Q4 2017
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Malware -Less versus Malware Attacks

O of attacks blocked
O were malware -less

Impersonation CEO fraud Whaling
Spear phishing W2 fraud
O of attacks blocked
1 O /O contained malware
Viruses Ransomware Worms
Spyware Trojan horses

Source: FireEye (August 2018). Get One Step Ahead of Email Threats, Email
Threat Report for January -June 2018.
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Primary Advanced Threat Categories

Multi - Stage Threat Example
Attachments

Ven Invoice #0726188

O Nick Young <nyoung@vencompany.com>
© Helen Brown
Saturday 28 July 2018 at 10:27 p.m.

Show Details

Impersonation or Imposter

I tried to reach you by phone but couldn’t get through.
Please get back to me ASAP with payment status of the invoice below.

Invoice #0726188
http://vencompany.payments.com/fhd_kkm23b3843/33804

Thank you,
Nick Young

E2019 FireEye



Protection Against

Advanced Threats /_m m

40M+ Mailboxes

Stops threats with first -hand
knowledge of attacks and attackers ATTACHMENTS URLs

Identifies and blocks
AMalware
APhishing URLs

Almpersonation techniques

AI\/Iulti -stage attacks IMPERSONATION MULTISTAGE
COMBINATION
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